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Law enforcement should be provided to access on all cell phone operating systems. Backdoor encryption helps protects data from cybercrime hence security. Android smartphones and iOS security systems have been accessed for good and bad deeds. User data is not well protected by the two phone operating systems. Android phones one can attack the operating system and also other vulnerable software (Tayde et al 2015). When one locks a phone with passcodes, fingerprint lock or passwords all the device contents are encrypted. An intruder tries to steal your phone and deletes all the data off it, blurred surface will remain in the phone, making the phone not of use to the intruder. To erase all the data a regeneration key either passcode, fingerprint lock or password is required. Smartphones offer various data protection using divergent keys, according to data sensitivity. Sensitive data requires an additional authentication for its verification. This makes it difficult for a cybercriminal to break the key security and obtain data.
In iOS the capability is available but the operating systems don’t exploit protection encryption as thorough as it should be. When an iPhone is off and boots up all data is in complete protection. Unlocking of the phone is a must before any task can happen due to the high protection features of the phone. No data can be pulled off the phone while in this state. First unlock of phone after reboot, huge data shifts into a different mode known as After First unlock. Most phones are always in the after first unlock.

Complete protection and After First unlock relate to how fast and easy for key access to data decryption. Data in complete protection mode, keys to it are stored deep in the operating system and data here encrypts itself. Once a device is unlocked after reboot, encryption keys to move to quick access memory while phone is locked. In iOS at this point security vulnerabilities can be exploited by accessing encryption keys present in quick access memory, by decryption of data from the phone. Specific types of operating system vulnerability are required to get the security features. Most of android devices don’t receive updates, making the operating system easy to attack exposing other software to cybercrime activities (Goode 2010). 
Though the smartphone protections that are currently in place, there is adequate number of potential security threats thus the law enforcements should be put in place to deal with the various security threats of cell phones and smartphones software. When law enforcement is in place employers, parents and others will be included to this category, due to the various regulatory demands of law that are in place. 
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